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The problem:

More and more users
install AdBlockers
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Adblocking penetration rate in selected countries/territories worldwide as of
3rd quarter 2022

China 43.2%
Indonesia 41.8%
Vietnam 41.3%
India 38.7%
Taiwan 38%
Greece 37.7%
Paortugal 36.8%
Egypt 36.5%
Israel 36.3%
Poland 36.2%
Austria 36.1%
Malaysia 36%
Spain 36%
Canada 35.8%
Switzerland 35.3%
Germany 35.2%
Morocco 34.9%
Now Zealand 34.5%
United Arab Emirates 34.5%
France 34.3%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
Share of respondents
Sources Additional Information:

We Are Social; DataReportal; GWI; Meltwater  Worldwide; GWI; DataReportal; Meltwater; Q8 2022; among internet users;
© Statista 2024 Online survey
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Today in this talk
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From blocked events to 100% event coverage
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Along the way: How do AdBlockers work?
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But...
isn’t this highly unethical?
lllegal?



Others are doing this as
well, so we as the good

guys with matomo should
_

not shy away fromit. -
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GDPR & Cookie Consent still apply.

Let users opt-out of tracking

b Analytics, you can add the

Customize the Opt-out iframe

Font Color: [m| karoun 72 Font Familv: Arial

Do Not Track preference

You are currently respecting your users Privacy, Bravo!
When users have set their web browser to "l do not want to be tracked" (DoNotTrack is
enabled) then Matomo will not track these visits. 41anguage=ensbackgroundColo

Cookie Einstellungen

Auf unserer Website verwenden wir
Cookies, um bestimmte Funktionen zu
ermaoglichen, relevantere Informationen flr
Sie bereitzustellen und um lhre Erfahrung
auf unserer Website zu optimieren

Bitte priifen Sie unsere
Dater tz fur alle

Informationen.

Alle ablehnen Cookie Einstellungen Alles akzeptieren



Simon Frey

e Building things on the web for over 14 years
e JOD

o Past: Build & maintained huge cloud
infrastructure (>50 MAU) as Head of

Infrastructure @JustWatch with a small
team of SREs

o Now: Founder & CTO @beansandbytes,
an Al Development Shop for SMBs in
Europe (core market: Germany)
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Why | am here?

Built the best (only?) AdBlock circumvention for
Matomo 5 years ago.
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This is a technical talk.
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| solve problems like this for money

If you are not-technical and just
want this problem solved:

Skip this talk and pay me to get
your tracking pixel unblocked.
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mailto:meet@simon-frey.com

We are blocked by 35% of all users

® © Inspector Console ([ Debugger P Network {} Style Editor () Performance

W | ¥ Fiter URLs
Status Method Domain
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GET @ simon-frey.com
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Software exists to create business value single.uber.space +

Let's solve real problems for your customers ar
simplicity over tech-porn.

Need help with your cloud infrastructure? You (
your Site Reliability Engineer or Fractional C’

A few of the companies | worked with:
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We are blocked by 35% of all users

D, i +all simon-frey.com
‘simon-frey.com +

simon frey S '

matomo.cloud -
Software exists to create business value single.uber.space +

Let's solve real problems for your customers ar 8 B o a2
simplicity over tech-porn.
Blocked on this page

Need help with your cloud infrastructure? You ( 1012%)
your Site Reliability Engineer or Fractional C S T,
3outof4

A few of the companies | worked with: .
Blocked since install

1.474M (11%)

2 O B %
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& JustWatch 8 BEANSZBYTES

® © Inspector Console ([ Debugger P Network {} Style Editor () Performance s £33 Application
W | ¥ Fiter URLs Il + Q ©| Al HIML CSS JS XHR Fonts Images Media WS Other | [JDisab
Status Method Domain Fiie Type Transferred

GET & simon.-frey.com htm

GET @ simon-frey.com minjs seript 3 cached

GET @ single uberspace script S 1238

GET MixtsHBag woff2 font woff2

GET MjxLsCwapkRA woff2 fon: woff2 cached

GET cdn.matomo.cloud matomo js Blocked By uBlock Origin

-
cdn.matomo.cloud MAtoMmo.js Blocked By uBlock Origin
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Samplesize: 115 million users

8,

AdBlocker
ULTIMATE

ABP

AdBlocker Adblock uBlock Privacy AdGuard
Ultimate Plus Origin badger AdBlocker
3m users 45m users 50m users 2m users lom users
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Samplesize: 115 million users

AdBlocker B P
ULTIMATE
AdBlocker Adblock uBlock Privacy AdGuard
Ultimate Plus Origin badger AdBlocker
3m users A5m users 50m users 2m USers 15m users
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Status Quo: Default matomo pixel

JavaScript Tracking Code

EMAIL THESE INSTRUCTIONS
Click on the button to copy the code snippet and paste it imnmediately before the closing </head> tag (recommended)

<l-- Matomo -->
<script>
var _paq = window._paq = window._paq || [1;
/* tracker methods like "setCustomDimension" should be called before "trackPageView" */
_paq.push(['trackPageView']);
_paq.push(['enableLinkTracking']);
(function() {
var u="https://simonfrey.matomo.cloud/";
_paq.push(['setTrackerUrl', u+'matomo.php']);
_paq.push(['setSiteId’, '1']);
var d=document, g=d.createElement('script'), s=d.getElementsByTagName('script')[0];
g.async=true; g.src='https://cdn.matomo.cloud/simonfrey.matomo.cloud/matomo.js'; s.parentNode.insertBefore(g,s);
No:
</script>
<l-- End Matomo Code -->

We miss out on 55 million users

.
Blocks tracking script @ L‘.‘)@ V58 oo

R RS LT

it -
BEANS&BYTES siocks event @ (00 @) 2% o

11\ R
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Problem: "matomo.cloud” is a know
tracking host

.

Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO V] C (/ > @
v X ! @ Y ’filter logger content E,
08:49:03 simon-frey.com 1 get image https://simon-frey.com/favicon.ico
08:49:03 simon-frey.com 3 post  xhr https://single.uber.space/api/event
08:49:03 ||matomo.cloudA$3p = simon-frey.com 3 get  script https://cdn.matomo.cloud/simonfrey cloud] js

5
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How do we know why something is
blocked? uBlock Origin logger

simon-frey.com Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractic v } c (/) @ I
2 . 4 @ Y ’filterloggercontenl A| E o
10:04:23 simon-frey.com 1 get image https://simon-frey.com/favicon.ico
10:04:23 simon-frey.com 3 post  xhr https://single.uber.space/api/
10:04:23 *Sping,3p simon-frey.com 3 post beacon h //single.uber.space/i _talk/rev/i
10:04:23 simon-frey.com 3 get script https://single.uber.space/matomo_talk/freedom.js
10:04:23 simon-frey.com 3 get script https://single.uber.space/js/script.js
s 10:04:23 simon-frey.com 3 get script https://single.uber.space/ _talk/freedom.js
@«‘ E QD A‘az </ >3 10:04:23 simon-frey.com 3 get font https://fonts.gstatic.com/s/intertight/v7/NGSyvSHMAFg6lu...
10:04:23 simon-frey.com 3 get font https://fonts.gstatic.com/s/intertight/v7/NGSWvSHMAFg6Iu..
Blocked on this page 10:04:23 simon-frey.com 3 get  font https://fonts.gstatic.com/s/intertight/v7/NGSyvSHMAFg6lu...
1 (4%) 10:04:23 simon-frey.com 3 get font https://fonts.gstatic.com/s/intertight/v7/NGSWvSHMAFg6lu...
10:04:23 simon-frey.com 3 get script https://single.uber.space/js/script.js
Domains connected 10:04:23 simon-frey.com 1 get script https://simon-frey.com/cdn-cgi/scripts/5c5dd728/cloudflar...
4 outof 4 10:04:23 simon-frey.com 1 get doc https://simon-frey.com/

Blocked since install

1.503M (11%)

o2 O B %

More v ~ Less
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How do they know what to block?

“"Most relevant” adblock-lists:

- easylist.to

- qitlab.com/malware-filter/urlhau

[Adblock Plus 2.0]

Version: 202411120853

Title: Easylist

Last modified: 12 Nov 2024 08:53 UTC
Expires: 4 days (update frequency)
***+ easylist:template_header.txt ***

Please report any unblocked adverts or problems
in the forums (https://forums.lanik.us/)
or via e-mail (easylist@protonmail.com).

Homepage: https://easylist.to/

Licence: https://easylist.to/pages/licence.html

GitHub issues: https://github.com/easylist/easylist/issues
GitHub pull requests: https://github.com/easylist/easylist/pulls

Title: Malicious URL

s-filter
- paql.vovo.org/adservers
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-General advert blocking filters
easylist/easylist_general_block.txt ***

Updated: 2024-11-1270:
Expires: 1 day (updati! *** easylis
Homepage: https://git -ad-300x600-
License: https://gitl .4 asgygo.
Source: https://urlha

059879e5-b2es- 4758-aadg ~20-bottom-
059879e5-b2es-4f58-aass ~3d-Manager/$~stylesheet

@nedrivee. com -ad-right.

0xf20b415. Tu -ad-sidebar.

1.0x004. top T

1.10.146.175 A

1.10.209.219 -ad-util.

1.117.232.76 -ad.jpg.pagespeed.

1.117.60.10 -ads-banner.

1.117.62.81 -ads-bottom.

::;ﬁ;i:; -ads-manager/$domain=~wordpress.org

1.13.255.117 -ads/assets/$script,domain=~web-ads.org
[ view the list in a differerJSUSERSPERSCES -assets/ads.$~script

1.14.194.206 -auto-ads-

Vi e ez

S -banne?-ads-&scnpt

1.14.92.24 -contrib-ads.$~stylesheet

1.145.217.248 -display-ads.

1.15.247.249 -footerads.

1.15.248.225 e

1.171.77.109 —

1.179.62.255 -Ppage-ad.

1.179.63.129 -page-peel/

1.179.63.130 -PcmModule-Taboola-

1.179.63.145 -peel-ads-

1.179.63.146 i

1.189.10.5 popex;t.

1.189.100.32 =RopUncer.

1.189.12.130 T

1.189.86.82

1.190.161.142

1.190.163.228

1.190.182.67

1.196.78.202

1.205.225.58



https://easylist.to/
https://gitlab.com/malware-filter/urlhaus-filter
https://gitlab.com/malware-filter/urlhaus-filter
https://pgl.yoyo.org/adservers/

Problem: “matomo.cloud” is a know

tracking host

Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO

| &

<> ©

2 . 4 ® Y‘ﬁlterloggercontent AI

08:49:03

08:49:03
08:49:03 |Imatomo.cloud*$3p =2
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simon-frey.com 1 get
simon-frey.com 3 post

simon-frey.com 3 get

image
xhr

script

https://simon-frey.com/favicon.ico
https://single.uber.space/api/event
https://cdn.matomo.cloud/simonfrey.matomo.cloud/matomo.js
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Idea 1: Self-host matomo.js

<!-- Matomo -->
<script>
var _paq = window._paq = window._paq || [];
/* tracker methods like "setCustomDimension" should be called before "trackPageView" */
_paq.push(['trackPageView']);
_paq.push(['enableLinkTracking']);
(function() {
var u="https://simonfrey.matomo.cloud/";

_paq.push(['setTrackerUrl’, u+”matomo.phﬂ]);
_paq.push(['setSiteId', '1']);
var d=document, g=d.createElement('script'), s=d.getElementsByTagName('script’)[0];
g.async=true; g.src=|https://single.uber.space/matomo_talk/matomo.js|; s.parentNode.insertBefore(g,s);
Hnao;
</script>
<!-- End Matomo Code -->

We miss out on 55 million users
Blocks tracking script @ L‘.')@ 0.0 0,0

yyyyyyyy
Uyt Uyt UglpV

BEANS&BYTES Blocks event G L‘f)@ V/ 5! ..o
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Problem: “matomo.js”

tracker file

is a knhown

irrent tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO

ISR )

/X ¥ O T

52:13
52:13

filter logger content :|

52:13 [matomo.js$from=~github.com --

BEANSG&BYTES

simon-frey.com 1 get image https://simon-frey.com/favicon.ico
simon-frey.com 3 post xhr https://single.uber.space/api/event

simon-frey.com 3 get  script https://single.uber.space/matomo_talk/matomo.js




Idea 2: Rename matomo.js =

tscript defer data-domain="simon-frey.com" src="https://JUePly. uber.space/js/script.js"></script>

!-- Matomo -->
script>
var _paq = window._paq = window._paq || []:
/* tracker methods like "setCustomDimension" should be called before "trackPageView" */
_paq.push(['trackPageView']);
_paq.push(['enableLinkTracking']);
(function() {
var u="https://simonfrey.matomo.cloud/";
_paq.push(['setTrackerUrl', u+'matomo.php']);
_paq.push(['setSiteId', '1']);
var d=document, g=d.createElement('script’'), s=d.getElementsByTagName('script')[@];
ﬂ.async=true; g.src="https:/ /.uber.spaceﬂ matomo_talk/freedom.js'| s.parentNode.insertBefore(g,s);
HQ;
/script>
!-- End Matomo Code -->

We miss out on 55 million users

Blocks tracking script @,@ L’.’)(O." ®a® 0,0

T 1 gy Uyt T

BEANS&BYTES Blocks event @ L’a')@ L (e,0
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Problem: “matomo.cloud” STILL is a
known tracking host

{Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO v I C (/ > @

Y X & @ Y [filter logger content A
08:53:41 simon-frey.com 1 get image https://simon-frey.com/favicon.ico
08:53:40 simon-frey.com 3 get font https://fonts.gstatic.com/s/intertight/
08:53:40 simon-frey.com 3 get font https://fonts.gstatic.com/s/intertight/
08:53:40 |Imatomo.cloudA$3p — simon-frey.com 3 post beacon https://simonfrey.matomo.cloud/mat

BEANSG&BYTES




Idea 3: Self-host/proxy backend

var _paq = window._paq = window._paq || []:

/* tracker methods like "setCustomDimension" should be called before "trackPageView" */
_paq.push(['trackPageView']);

_paq.push(['enableLinkTracking']);

(function() {

var u='https://single.uber.space/matomo_talk/rev/matomo.php"|;

_paq.push([ setlrackerUrl", uJJ),;

_paq.push(['setSiteld', '1']);

var d=document, g=d.createElement('script’), s=d.getElementsByTagName('script')[0Q];

g.async=true; g.src='https://single.uber.space/matomo_talk/freedom.js"'; s.parentNode.insertBefore(g,s);

We miss out on 53 million users

Blocks tracking script 0,@ L'.')(f.‘ Ga® 0,0

1 1 1\ 1 1

8/ o0 0.0 0,0
BEANS&BYTES Blocks event = L,,J@ 9y
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Problem: “matomo.php"” isa

known path

Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO

IR -

v x ! @ Y‘ﬁlterloggercontent :I

11:09:27
11:09:26 /matomo.php --

BEANSG&BYTES

simon-frey.com 1 get

simon-frey.com 3 post

image

beacon

https://simon-frey.com/favicon.ico

https://single.uber.space/matomo_talk/rev/matomo.php?




Idea 4: Rename known tracking path

!-- Matomo -->
script>

var _paq = window._paq = window._paq || [];

/* tracker methods like "setCustomDimension" should be called before "trackPageView" */
_paq.push(['trackPageView']);

_paq.push(['enableLinkTracking']);

(function() {

var u="https:/ /. uber.space/matomo_talk/revfno.php";

_paq.push(['setTrackerUrl", u]);

_paq.push(['setSiteld’', '1']);

var d=document, g=d.createElement('script'), s=d.getElementsByTagName('script')[@];

g.async=true; g.src:'htt‘x)s://.uber.space/n‘!atomo_talk/ﬁ'eedom.j5'; s.parentNode.insertBefore(g,s);
DO
/script>
!-- End Matomo Code -->

We miss out on 50 million users

Blocks tracking script @,@ L‘.'J(O.O‘ Ga® 0,0

Blocks event 0,0 (9a® @ 00 0,0
BEANS&BYTES e (%) a0 0

28



Problem: “action_name"” is a known
tracking parameter

Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO ™ l C (/ > @
v X ’ @ Y ’ﬁlter logger content E|
08:56:10 simon-frey.com 1 get image https://simon-frey.com/favicon.ico
08:56:10 .php?action_name= e simon-frey.com 3 post beacon https://single.uber.space/ _talk/rev/no.phg ».php?action_name=Sir

BEANSG&BYTES




Idea 4: Rename known tracking query
parameter

In matomo/freedom.js

TEV s I SR emaction_nameg

"+u(aq(dM| |bu)),d0,"log");if(bd&&!bs){dL=al(dL)}bS(dL,bW,dN)}function

In reverse proxy (no.php)

$ GET[ 'ElastMENE'1 = $_GET[' r‘;'-a»;v:;?f;r‘

We miss out on 50 million users

Blocks tracking script @,® L‘*')(?n" X (...
Blocks event 0,@ L‘.:')@ 0,0 (ttf
BEANS&BYTES 20



Problem: 99% of all beacon-requests
trackers

Current tab / Simon Frey - Simon Frey, Site Reliability Engineer and Fractional CTO v ’ C (/)

v X ! @ Y filter logger content A
09:01:10 simon-frey.com 1 get image
09:01:10 *Sping,3p -- simon-frey.com 3 post beacon



What the hellis a “beacon-request’?

document.addEventListener("visibilitychange", function logData() {
if (document.visibilityState === "hidden") {
navigator.sendBeacon("/matomo.php", {"event":"user_left_page"});

}
1)

The Beacon API is used to send an asynchronous and non-blocking request to
a web server. [...] the browser guarantees to initiate beacon requests before
the page is unloaded and to run them to completion. [...] The main use case for

the Beacon APl is to send analytics [...]
Source: developer.mozilla.org

BEANSG&BYTES




Why beacon?

r

document.addEventListener("unload", function logData() {
const request = new XMLHttpRequest();
request.open("POST", "“/matomo.php", false);
request.send({"event":"user_left_page"});

s

Before: Tracking requests broke browser responsiveness

BEANSG&BYTES




Idea 5: Disable "ping" request

<!-- Matomo -->
<script>
var _paq = window._paq = window._paq || [1;
/* tracker methods like "setCustomDimension" should be called before "trackPageView" */
_paq.push(['trackPageView']);
_paq.push(['enableLinkTracking']);
(function() {

var u="https://single.uber.space/matomo_talk/rev/no.php";

_paq.push(['setTrackerUrl', ul);

_paq.push(['setSiteld', '1'1);

_paq.push(['disableAlwaysUseSendBeacon’, ‘tru@']);

var d=document, g=d.createElement('script'), s=d.getElementsByTagName('script')[0];

g.async=true; g.src="https://single.uber.space/matomo_talk/freedom.js'; s.parentNode.insertBefore(g,s);
HaQo:

</script>
<!-- End Matomo Code -->

¢

Blocks tracking script 0,@ L’.')(\'." @@ 0,0

BEANS&BYTES Blocks event #,8 (048) (0,0 0,0 0,0

e 1V iy e 1
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We are in an everlasting cat and
mouse game. Are we?

BEANSG&BYTES



Also our new host will get known at
some point.

Every host will land on a block list when it gets popular
enough.

Two options against this:

- Rotate the domain of the reverse proxy every X day

BEANSG&BYTES




Also our new host will get known at
some point.

Every host will land on a block list when it gets popular
enough.

Two options against this:

- Rotate the domain of the reverse proxy every X day
- Host the reverse proxy on the same domain as the main
website, hence you then can't block the host anymore

BEANSG&BYTES




Also our "freedom.js"” "no.php"
paths will get known

Every path will land on a block list when it gets popular
enough.

Two options against this:

- Rotate the path every X days

BEANSG&BYTES



Also our "freedom.js"” "no.php"
paths will get known

Every path will land on a block list when it gets popular
enough.

Two options against this:

- Rotate the path every X days

- Use the path of a common known dependency
(“jquery.js") as if AdBlockers block that they break the
internet and users uninstall them

BEANSG&BYTES




One last thing:
Cookiegeddon

Y,
U

BEANSG&BYTES



No more 3rd party cookies

User simon-frey.com (First Party) ’

Connect to simon-frey.com

Tracking Server (Third Party) |

Sets functional/relevant cookies J
oo R RN R R R

The browser/user wants this cookie

Request resource from 3rd party server

= e

Browser/user does not want this cookie

3rd party cookies will be blocked “soon”
(already delayed for 3-4 times by Chrome)

BEANSG&BYTES

90% of the time sets tragking cookie u

simon-frey.com (First Party) | Tracking Server (Third Party) |




Why do we need 3rd party cookies?

You need 3rd party cookies, to track users across different websites.

BEANSG&BYTES



Great news: We only need first party

ki
coo Ies simon-frey.com (First Party)

Connect to simon-frey.com

Sets functional/relevant cookies

The browser/user wants this cookie

Tracking JavaScript request

Sets additional first-party cookies

The browser/user wants these cookies

simon-frey.com (First Party)

Matomo as being privacy first, does this by default

The default Matomo Tracking code uses first-party cookies [...]

BEANS&BYTES

Source: matomo.org
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The solution for all
problems in this talk

Y,
U

BEANSG&BYTES



Server-side tracking

simon-frey.com (First Party) Tracking Server (Third Party)

Connect to simon-frey.com
Delivers content
No direct cookie set by the tracking server
Send user interaction data
Receives data

User data is tracked server-side

I I

simon-frey.com (First Party) Tracking Server (Third Party)

If the tracking is directly done on the server, the browser can’t block it.

BEANS&BYTES
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| solve problems like this for money

If you need help applying what you
learned in this talk:

Pay me to get your tracking pixel
unblocked/server side tracking
implemented.

BEANSG&BYTES


mailto:meet@simon-frey.com

BEANSG&BYTES

Contact me:
Simon Frey
simon@beansandbytes.de

GG


mailto:simon@beansandbytes.de

